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The Web Yesterday

“We can send and receive email”

In the Spring of 2003, the worlds highest 

internet cafe opened at a Mt. Everest 

base camp at 17,500 feet



The Web Today

 The Internet is 
everywhere

 We download content 
from sites that we 
know little about

 We open email 
attachments 
automatically

 Our kids have unlimited 
internet access



Security Awareness

 Common Fallacies

• I have antivirus software installed, so I’m secure

• We have a firewall, so we are safe from virus 
attacks

• I don’t care about security because I backup my 
data daily

• Responsibility for security of the network rests 
with the IT department

• The most serious threats come from the outside



Consequences

Failure to take internet security seriously, could 
prompt an unpleasant visit from your local 
undercover news reporter…

…or even worse, 

your county auditor



Protect yourself like you would at home….

Definitions and Examples 



Malware

 Software designed to infiltrate a computer 
without the owner’s consent

 Malware includes computer viruses, worms, 
trojan horses, spyware and adware

 The intent is to cause a disruption in service



Virus’ and Worms
Over the Past 10 Years

 2008-09 Conflicker

 2007-08 Storm Worm

 2004 Sasser

 2003 My Doom

 2003 Welchea

 2003 Sobig

 2003 Blaster

 2003 Sapphire/ Slammer

 2000 I Love You 



Types of Threats
Definitions

Denial of Service – an incident where an organization 
is deprived of the services of a resource (i.e. email, etc.)

Social Engineering attacks – the use of influence and 
persuasion to deceive someone into believing your 
someone you are not

Phishing Attempts – an attempt to acquire sensitive 
information such as usernames of passwords by 
masquerading as a trustworthy entity in an electronic 
communication

Pharming Attempts – an activity where criminals 
redirect users from a legitimate web site to a fraudulent 
one where credit card numbers or bank accounts are 
requested to commit identity theft



Who Do We Protect Against

 External threat types
• Hackers, Spies, Thieves

• Organized Crime

• Recruitment: Gaining control 
of a system for use in future 
attacks

• Malice: Extracting data for 
sale or fraud

 Internal threat types

• Thieves, Fraudsters

…And the Rest of US 

• Systemic: Data disclosure 
due to  a faulty business 
process

• Incompetence: Data 
disclosure due to failure to 
follow a process

• Malice: Larceny, spite, 
bribed, salary not enough



Worldwide Internet Usage Rates
Rank Country or Region

Usage
(% of Population)

Internet Users
Latest Data

Population
(2008 Est.)

1 Greenland 92.3% 52,000 56,326

2 Netherlands 90.1% 15,000,000 16,645,313

3 Norway 87.7% 4,074,100 4,644,457

4 Antigua & Barbuda 85.9% 60,000 69,842

5 Iceland 84.8% 258,000 304,367

6 Canada 84.3% 28,000,000 33,212,696

7 New Zealand 80.5% 3,360,000 4,173,460

8 Australia 79.4% 16,355,388 20,600,856

9 Sweden 77.4% 7,000,000 9,045,389

10 Falkland Islands 76.5% 1,900 2,483

11 Japan 73.8% 94,000,000 127,288,419

12 Portuagal 72.9% 7,782,760 10,676,910

13 United States 72.3% 220,141,969 303,824,646

World Total Users 21.9% 1,463,632,361 6,676,120,288

Potential Threats
Who’s Missing (China, India, Soviet Union, etc.)



Social Networking

 Facebook

 MySpace

 Twitter

 LinkedIn

 YouTube

http://sites.google.com/site/eplvideos/_/rsrc/1250925850749/Home/youtube-logo.jpg


Sometimes your best offense is a good 
defense….

Defense 



 Desktops / Laptops

Represent the entry points and 
endpoints on any network and must 
be protected, patched, and have a 
current virus definition file

 Servers

Represent enablers and not only 
require software to protect 
themselves, but also require special 
attention to protect from probing 
attacks

Anti Virus and Vulnerability Scans

http://images.google.com/imgres?imgurl=http://www.imageenvision.com/md/stock_photography/old_desktop_computer_cartoon_character_with_keys_falling_off_of_the_keyboard_using_a_cane.jpg&imgrefurl=http://www.imageenvision.com/stock_clipart/details/0025-0803-0519-0128/old_desktop_computer_cartoon_character_with_keys_falling_off_of_the_keyboard_using_a_cane&usg=__a9VXcPmLvsgsqH3DuiKQoQXqADo=&h=450&w=393&sz=62&hl=en&start=14&sig2=IE6RLGII9-KPYRA7ZntBxA&tbnid=hYIEGY5342btiM:&tbnh=127&tbnw=111&prev=/images?q=desktop+computer&gbv=2&hl=en&ei=KFTCSqn6KpS7twfzwYHxBA


Protection Systems

 Web Content Filtering to block access to known 
infected sites

 Intrusion Prevention Systems to analyze data 
patterns and block malicious code from entering 
network

 Firewalls to only allow required protocols and ports 
access to the Network

 Internet Mail Spam filtering and quarantine 
management



Web Content Filtering 
example



Intrusion Protection Systems 
example



Trust and Invest in your IT

 Training

 IT Procedures

• O/S Patching

• Application Patching

• Vulnerability Scanning

• Password Policies

• Data Encryption

 Trust your Experts



Attacks from Within

 Disgruntled Employees

Can create havoc with not only internal systems, 
but also those that are customer facing

 Layoffs

The “Time Bomb”

 Mischief Behavior

Attachments, Links, files passed from one employee 
to the next

 Accountability

Confidentiality agreements

http://images.google.com/imgres?imgurl=http://emarketing.neds.com/customimages/neds/angry_employee.jpg&imgrefurl=http://brduke.com/articles/technology/70-real-world-reasons-for-data-backup&usg=__8SksmcJbTgaIbL1vGu9Um-3ax1Q=&h=400&w=267&sz=26&hl=en&start=16&sig2=yrd_0QTUt3PxGbe5i7e5aw&tbnid=_EnB9Mqd_TULFM:&tbnh=124&tbnw=83&prev=/images?q=disgruntled+employee&gbv=2&hl=en&ei=eGzCStDqEo_8Na7npLkE
http://images.google.com/imgres?imgurl=http://www.seeyouinbc.ca/sitecm/i/confidentiality.jpg&imgrefurl=http://www.seeyouinbc.ca/employerinfo.htm&usg=__P1FsrddwOX77mHUxh17GClJj7uo=&h=400&w=300&sz=12&hl=en&start=90&sig2=FXppgWPuQacHXl2GZq6VKQ&tbnid=TuLkT_t6USwB-M:&tbnh=124&tbnw=93&prev=/images?q=confidentiality&gbv=2&ndsp=18&hl=en&sa=N&start=72&ei=BXLDStKVLomINqvP6bsE


Next Generation Threats

 Mobile Access 
Sensitive information vital to your operations 

becomes ever more vulnerable as your 
workforce takes data outside the office on 
devices that are shrinking in size and growing 
in capability.

• Laptops

• Phones

 Everyone connected to 
everything…all of the time 

http://images.google.com/imgres?imgurl=http://www.netbookin.com/wp-content/uploads/2009/05/dell-inspiron-mini-10v.jpg&imgrefurl=http://www.netbookin.com/category/dell_netooks_dell_notebooks_dell_laptops/dell-netbook/&usg=__8gY07xmv_OX-cr3mzvFaKefUGuw=&h=314&w=314&sz=21&hl=en&start=2&sig2=pj6D1gtpj_8lf3tSoX2BuA&tbnid=d9LbHyjZvAU5EM:&tbnh=117&tbnw=117&prev=/images?q=dell+netbook+2009&gbv=2&hl=en&ei=ctLASrqzMYnDtweHidiWAQ
http://images.google.com/imgres?imgurl=http://www.harperpreservation.org/media/Wireless Internet deck 2.JPG&imgrefurl=http://technofire.blogspot.com/2007_02_01_archive.html&usg=__KFsLtvZIVfXhG_zybqWndRLYhtQ=&h=480&w=640&sz=123&hl=en&start=39&sig2=v6SnnF5gf28_dFMv5o166g&tbnid=EzBsbvGwo28sgM:&tbnh=103&tbnw=137&prev=/images?q=wireless+people+usage&gbv=2&ndsp=18&hl=en&sa=N&start=36&ei=bnHDSv3NCoqqMIK-qMME


Takeaway

 Be Prepared

 Stay Current with Security Patches

 Invest in Technology

 Trust Your Experts

 Train Your Employees

 “Hold on for the ride”…because the ride won’t 
ever stop



Questions


